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Introduction

Introduction

Your new Breach Solutions tool is an all-in-one cyber protection solution that equips your business with
expert-led training modules and other features designed to enhance security awareness across your
organization.

With Breach Solutions, you'll have access to a central admin dashboard, while your employees will each
have their own staff portals. This guide walks you through every step to help you set up your account
seamlessly.

Key Features

Training & education

You can set up risk assessments for your team, with actions tailored to their needs based on a quick
cyber assessment. You'll also have the option to assign specific courses with video content and quizzes
for employees to complete. In addition, they’ll have access to trends, developments, and educational
resources to further enhance their cybersecurity knowledge.

Phishing simulation

Our phishing simulator helps maintain vigilance across your organization by allowing you to schedule
realistic phishing tests for employees. Choose from a variety of phishing templates, set up campaigns,
and track employee performance to identify areas for improvement.

Policy management
Easily create, distribute, edit, activate, and manage company policies within the platform. Employees
can access these policies anytime through their staff portal, ensuring they stay informed and compliant.

Procedures

Gain access to a library of downloadable procedure templates covering key compliance areas such as
HIPAA, GDPR, and BCI. These resources help streamline your organization’s cybersecurity and
regulatory processes.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
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Admin Account & Set Up

Registration & Activation
Accessing Breach Solutions is quick and simple.
Option 1:

When your legal professional liability e
policy with cyber response endorsement
is issued by OBLIC, your underwriting
representative will provide your firm with
alink. This link is unique to OBLIC's
license and available only to our
policyholders. Breach Solutions

Create Your Administrative User

Registration screen when using unique link
provided by OBLIC

If you cannot locate the link provided by underwriting, contact Loss Prevention by emailing
LossPrevention@OBLIC.com or call 614-488-7924 and ask for Loss Prevention.

Option 2:

Alternatively, you may be provided with a license code
instead of the unique link. To use the license code, go to
https://www.breachsolutions.com/en US/signup and enter
the license code when prompted, filling in your user details.

Registration

Enter License Code

License Code

Already have an account?

. . . . . Copyright © 2025 Bri Solutions.
Registration screen when entering license code provided by OBLIC i eech Solufons

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
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Please Note:
- This is for admin registrations only. Refer to page 31 for staff registration.
- Each email address can only be used to create one account.

A Please note: if you use a personal @gmail email address for admin
registration, you will be unable to complete whitelisting, which means phishing
simulation emails are likely to land in spam.

Setting Up Your New Account

Activating Your Account
- Once you've registered, you'll receive an activation email.

- Simply click the link in the email to verify your account and access the welcome
screen.

- From there, click the ‘Start’ button and follow the on-screen steps to set up your
account.
Setting Up Your Team
- Atthis stage, you'll have the option to:
- Add a list of staff email addresses via .CSV file
- Assign an additional administrative user to help manage the portal.

- Additional admin users will have the same admin privileges as the account owner,
except they won't be able to manage user permissions.

1 Add Staff Emails Add additional staff email addresses to send training material
and simulated phishing emails to. Ensure you've whitelisted our
Add email addresses of staff members to send systems to ensue the phishing emails reach your users. For
training guides and simulated phishing emails more information on whitelisting, click here.
to.
UPLOAD .CSV

N

Add Administrator

If you'd prefer to do this later, you can skip these steps for now. You can always add staff emails or
assign extra admin users at any time through the portal.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
Liability Insurance Co. are subject to the Ohio Bar Liability Insurance Co.’s underwriting processes. 6
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Whitelisting
Setting Up IP Whitelisting
What is Whitelisting?

To ensure the phishing simulator works effectively, you'll need to whitelist our IP address—and
domains. This allows simulated phishing emails to be delivered to your staff’s inboxes instead of being
filtered into spam.

Whitelisting simply tells your email server that our sending domain is safe, ensuring our phishing
templates are delivered directly to your company’s inbox. Additionally, browser whitelisting may be
required to ensure that when staff click on phishing test emails, they are directed to the correct landing
pages without being blocked.

We've included links to our step-by-step guides on the next page. You can pass this information to your
IT team, or if you use a managed services provider, they can set this up for you or assist with the
process.

A If this step isn’t completed, your team may not receive the phishing test
emails, reducing the effectiveness of the training.

Whitelisting Guides for Email

See these resources to learn more about Whitelisting for various email platforms and clients:

e Google Workspace

e Microsoft Exchange 2013 and 2016

o Office 365 (IP)

e Office 365 (Domain)

e Gmail

¢ Whitelisting by Email Header

e Exchange Server 2019

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
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Whitelisting Guides for Web Browser

See these resources to ensure that the sending domain is recognized as safe by your browsers:

e (Google Safebrowsing (Chrome)

e Microsoft Edge

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
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Using Your New Dashboard

Overview

Welcome to your new dashboard! From here, you can access all the different modules by clicking on the
squares. You can also navigate through them using the left-hand navigation bar.

Breach Solutions Dashboard

& Dashboard

Risk Assessment
4 (+1) registrations sent
2 staff registered

Phishing
5 learners added
5 emails delivered

E Z] -

Policies
35 policies
2 policies approved
3 policies awaiting review

30 recommended policies

15

Training Courses Healthcare Procedures Toande & Davaloprents

. 2views
8 staff registered 87 healthcare procedures v

2 courses completed 2 completed

Simply hover over the module you want to access, and you'll be taken to the main module screen. This
dashboard view also provides a quick glance at overall progress and key statistics within each module.

Adding Staff Emails

You can add staff email addresses to the system at any time, and these email addresses will receive
invites for staff risk assessments/staff portal activation and will be sent phishing simulations. However,
for employees to receive risk assessments or phishing, these modules must first be activated.

Once risk assessments or phishing are activated by the admin user, new email addresses will
automatically receive their risk assessment invitations or future phishing campaigns once added to the
system.

You can add new staff members by either typing in their email individually or by uploading a .CSV
(Comma Separated Values) file.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
Liability Insurance Co. are subject to the Ohio Bar Liability Insurance Co.’s underwriting processes. 9
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To upload your emails, please ensure they are in the correct format as shown below. The easiest way to
do this is to open an Excel file, enter your emails, and then save it as a CSV.

File Home Insert Page Layout Formulas Data Review View Help

I1f
Iif
¥

<

25 Wrap Text General v

ﬁj & Cut Calibri 11 VAT A
BIU-H-lovA-

I

1

il
h
+
1

v <& Format Painter = 3= [EMerge&Center v BB % 9 W B

Clipboard ~ Font N Alignment ~ Number ~
F15 - |08 S

A B C D
emaill@domain.com
email2@domain.com
|email3@domain.com

m
-
(9]
==
-
e

‘email4@domain.com
emailS@domain.com

VA WN -

Once you have formatted your file correctly, click on ‘Manage Staff’ on the navigation bar on the left.

Breach Solutions Manage Staff

Emails 4 Staff Email

charley+demodemo@dynarisk.com

charley+demodi

Phishing VIEW

charley+beazleylive: 5

Training VIEW

Then, click ‘Add Staff Emails’ and upload your file, or type in the email.

Add Staff Emails

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
Liability Insurance Co. are subject to the Ohio Bar Liability Insurance Co.’s underwriting processes. 10
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Initiating Risk Assessments

Once you've added your staff email addresses to the account, you can initiate risk assessments for your
team.

Simply click on the ‘Risk Assessment’ tab and then the ‘Start’ button to follow the guided steps.

Breach Solutions Dashboard

# Dashboard

_ Risk Assessment Phishing
4 (+1) registrations sent 5 learners added

2 staff registered 5 emails delivered

=

Main Dashboard screen with tab options in left-hand navigation bar

This activation will send an email to each staff member, inviting them to set up their accounts.

We recommend notifying your team via email in advance, so they know to
expect the message and don't mistake it for spam.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
Liability Insurance Co. are subject to the Ohio Bar Liability Insurance Co.’s underwriting processes. 11
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Risk Assessment

1 Overview — PY

< . o Breach Solutions
Invitation Email

Staff will be sent an email invitation

Knowledge Assessment

Dashboard (R
WO, T p——

Action Plan

Trends & Developments

2 ) Notify Staff
3) Test

% Summary & Launch

Any new staff members added to the system after risk assessments have
commenced will automatically receive emails prompting them to activate their
accounts and complete the risk assessment.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
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Monitoring Risk Assessments

Once the Risk Assessments have been activated, you can monitor the progress of employees at any
time by visiting the ‘Risk Assessment’ module. The module will give you an overview of how each
employee is progressing with their assessments and action plan.

Risk Assessment [——

staff o Cybersecurity Score Given Completed Complete
000 ) 0

narisk com 799 1 0 0

The training score provides a quick overview of how cyber-safe an employee is, based on their risk
assessment and training action plan. This reflects their cybersecurity score in their staff portal. You can
also view the number of actions assigned to the employee, how many they have completed, and their
completion rate.

For an overview of all actions that have been generated by the initial assessment, you can click on
‘Overview'. This is a good way to gauge the common issues your employees are facing regarding their
cyber knowledge or current practices.

Overview

Spot Phishing Emails high 1 0 0%

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
Liability Insurance Co. are subject to the Ohio Bar Liability Insurance Co.’s underwriting processes. 13
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Phishing Simulation

The phishing simulator is an excellent tool for enhancing your staff's vigilance regarding email security.
It encourages employees to adopt a mindset of analyzing emails before taking any action.

Our simulator offers a variety of templates that you can schedule for regular distribution to your team.
These realistic-looking emails are designed to help employees identify the signs of phishing attempts. If
someone accidentally clicks on a link or submits information, they will eventually be redirected to a
landing page that alerts them.

Activating your phishing campaigns is simple. Just go to the ‘Phishing’ tab in the left-hand navigation
bar and follow the steps. You can select multiple templates, send yourself a test email, and choose when
you'd like the campaign to be sent.

Set Up Phishing Campaign

1  Choose Templates () selectan Teenplate selected 0/9
[ EBay: Check Out Today's Deals PREVIEW
[0] Office 365: Please Reset Your Office 365 Password PREVIEW
[ Dropbox: Alex Shered “Get Started With Dropbox.Pdf* = —

With You

Process list to set up phishing campaign

A Remember! It's important to ensure whitelisting has been completed so
that you and your staff receive these simulated phishing emails.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
Liability Insurance Co. are subject to the Ohio Bar Liability Insurance Co.’s underwriting processes. 14
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Tracking Phishing

Once phishing has been activated, you can head back to the ‘Phishing’ tab to monitor the progress of
employees at any point.

Breach Solutions Phishing
Ovearview Settings

Folb 19, 2025 - Feb 26, 2026 Clicked: 0 Phished: 0

Template Clicked Phished Scheduled for

oBay: Chirck oul loday's deals o 0 Fob 15, 2025 - Feb 26, 2025 MORE INFO

g¢d Phishing

If you click on ‘More Info,” you will see the details of which employees have accidentally interacted with
the phishing template. "Clicked" indicates that an employee has clicked any link in the email, while
"Phished" means they have submitted information that was captured on the associated landing page.

< eBay: Check out today's deals

Staff Delivered Clicked Phished Scheduled for Last sent

testemail@test.com
1 0 0 Feb 21, 2025 Feb 21, 2025

testemail@test.com 1 0 0 Feb 21, 2025 Feb 21, 2025

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
Liability Insurance Co. are subject to the Ohio Bar Liability Insurance Co.’s underwriting processes. 15
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Amending Phishing Campaigns

If you need to reschedule or cancel a phishing campaign, simply click on the ‘Settings’ tab in the main
‘Phishing’ overview.

Breach Solutions Phishing
Overview Settings

Reschedule Campaign

@ You must have scheduled at least three phishing campaigns to reschedule.

Pitch the date to start your campaign Select the interval between phishing emails

& Phishing

April 2025

s M T w T F s

@

You can then reschedule your campaign by selecting a new date and hitting reschedule, or you can
cancel the campaign altogether.

Note! You must have at least three phishing campaigns scheduled for future
dates in order for you to be able to reschedule your campaigns.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
Liability Insurance Co. are subject to the Ohio Bar Liability Insurance Co.’s underwriting processes. 16
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Managing Policies

Establish and manage policies effortlessly with Breach Solutions. Simply navigate to the ‘Policies’ tab in
the left-hand navigation bar to explore a variety of preloaded policy templates that can be edited. Or
create your own custom policy and manage it through the Policies register.

Note! These are template documents. We recommend that you consult with
legal counsel prior to implementation.

Breach Solutions Policies 3spocuments

L] Palicy Policy Status Actlons

1 () Data Retention Palicy @ Q9 Q
@ Anti-Virus Policy In Effect @ Q O
@ Amti-Virus Palicy Inactive @ [
@ test Inactive @ 0
5 (@ Corrective Action Procedure Inactive ® 0
& (D Anti-Virus Policy Recommendod )
@ Internal Audit Palicy Recommondad ')

The tab will display all policies, allowing you to easily identify which ones are currently active (In Effect)
and visible to employees in their staff portal. You can download, disable, or remove a policy at any time
using the icons provided under the ‘Actions’ column.

Policies s

Ne Policy Policy Status Actions

1 ® Preventive Action Procedure In Effect © 00 O

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
Liability Insurance Co. are subject to the Ohio Bar Liability Insurance Co.’s underwriting processes. 17
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Activating and Creating Policies

To modify an existing template, simply click on it to access the editing screen, then select the ‘Edit’
option located at the bottom of the screen. Or if you want to create a new policy, press ‘New Custom
Policy’ on the main screen.

Breach Solutions < Data Retention Policy 7

Shomal % B ] U S v @ = = = = Aw &ov - |15' + BB

Data Retention Pelicy
1. Purpose

The purpose of this Data Retention Policy is to ensure that the Company manages data respansibly and in compliance with applicable Lyws,
industry standards, and best practices. This pelicy is designed to protect the confidentiality, integrity, and availability of Company data, while
alse managing risks associated with data retention and deletion

You will arrive at the editing screen, where you can make any necessary changes and include details
such as who approved the policy and the date of approval.

Hh
<
©
-
c
¢

Av & v - |15 +
8. Legal Hold

In the event of litigation, investigation, or audit, certain data may be placed on “legal hold,” suspending its scheduled deletion. The Compliance Team will coordinate
with Data Owners to ensure that relevant data is retained until the legal hold is lifted

9. Policy Review and Updates

This policy will be reviewed annually or as required due to regulatory changes to ensure its continued relevance and effectiveness. Any changes to the policy will be
communicated to all relevant stakeholders

10. Compliance and Violations

Failure to adhere to this policy may result in disciplinary actions, up to and including termination. All employees are expected to understand and follow this policy as
part of their data-handling responsibilities.

11, Exceptions

Any exceptions to this policy must be approved in writing by the Compliance Team and documented, including the justification and duration of the exception.

Eflarviva Nara 12 12 2024

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
Liability Insurance Co. are subject to the Ohio Bar Liability Insurance Co.’s underwriting processes. 18
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Publishing Policies

After making your amends or creating your policy, hit the ‘Save Draft’ button at the top right of the
screen.

Anti-Virus Policy saveDRAST

v B I U S OO @ = = =

Avgv—+5

Anti-Virus Policy [changed here]

1. Purpose

The purpose of this Anti-Virus Policy is to protect the integrity, confidentiality, and availability of Company's data and computing resources. This policy outlines the minimum requirements for deploying, maintaining, and updating anti-virus
software on all Company-owned or controlled computing devices and systems to mitigate the risks of malware and other malicious software attacks.

2. Scope

This policy applies to:

a. All employees, contractors, vendors, or any individual who has access to Company-owned or managed computing devices.

b. All computing devices, including but not limited to desktops, laptops, servers, virtual machines, and mobile devices that access or store Company data.
c. All Company network segments and systems where anti-virus protection can feasibly be implemented.

3. Policy

Once you've saved a draft, you can ‘Approve’ the policy, or if you need to make further changes, just hit
‘Save Changes’ each time.

g _—
Anti-Virus Policy sAVE cHANGES

Once your policy is approved, you'll be able to see that this is ‘In Effect’ in the main overview, which
means employees will now be able to access this policy in their staff portal. As soon as new policies are
added and approved, or changes are made and approved, employees will be emailed a notification.

Please be aware that the policy templates are a standardized collection located within the admin portal.
These items serve as template documents, so we advise consulting with legal counsel before
implementation.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
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Healthcare Procedures

Our healthcare procedures tab in the left-hand navigation bar provides admin users with easy access to
a variety of procedure templates for download. Just browse the available templates, select one, and
click the download icon next to the desired item. To find a specific procedure, you can utilize the search
bar located at the top right of the screen.

To find a specific procedure, you can utilize the search bar located at the top right of the screen.

Breach Solutions Healthcare Procedures

Title Description

Checklist of terms for business associate

agreement (BAA) Checklist of terms for a business associate agreement

Healthcare website privacy policy Healthcare website privacy policy

) Healthcare website terms and conditions Healthcare website terms and conditions
3 Healthcare Procedures

Please be aware that the procedure templates are a standardized collection located within the admin
portal and are not editable. These items also serve as template documents, so we aavise consulting with
legal counsel before implementation.

Furthermore, these templates are not accessible to staff members in their staff portal.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
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Training Course Overview

Breach Solutions Risk Management Site

Set-Up and Training Manual

Our training courses aim to enhance employee development by providing specialized courses that build
upon their risk assessment training. These courses address essential and comprehensive subjects
using videos and quizzes. You can explore the range of available training courses and activate them for
your team. The system will automatically send emails to the staff members once assigned, informing
them of their assigned training courses using the email addresses already in the system. Employees will
then be able to access the training course in their staff portals.

Breach Solutions

Training Courses

We've put together a range of cybersecurity training modules to help your team build their knowledge and stay safe online. You can | h any course for y taff and their p
Tosetupacourse: @
AsseTS ®
. Filters
CATEGORY owFiCULTY staus DURATION
- " v - I a
Om >h
{
€ Training Courses
) (N
RepORTING F ‘,l — .
B =2 = T
Compliance Beg Compliance Cyber Threats e
The Human Factor in Cybersecurity Using Social Media Working Remotely

Learn how human error contributes to cyber incidents,
why attackers exploit everyday behaviours, and the
practical steps they can take to reduce risk and protect

both themselves and the organisation.

© Video1 8 Quiz1 a5m
Not Started
0 0
NotStarted  InProgress  Completed Overdue

Total users: O

Social media is a powerful tool but also poses security
risks. This course will help you understand these
dangers and provide tips to protect yourself, safeguard

your reputation, and respond to suspicious online

activity.
0 Video1 8% Quiz1 D 20m
Not Started
o] 0
NotStarted  InProgress  Completed  Overdue

Total users: O

This course provides essential guidance on how to
stay secure while working remotely. Learn about
common cybersecurity risks, best practices for
securing your home workspace, and how 1o protect

sensitive data both at home and in public spaces.

@ Video1 8% Quiz1 20m
Not Started
0
NotStarted  InProgress  Completed Overdue

Total users: O
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Assigning Training Courses

To assign a training course to employees, you first need to access the training course dashboard and
choose the specific course you wish to assign.

Breach Solutions

Overview  Statistics  Settings

© Training Courses / Phishing

Phishing Phishing

In this training course, you will need to watch our easy-to-understand learning video that Chapter1

gives you an introduction to phishing, what it is and how you can prevent falling victim to

a phishing attack. You'll then need to complete our quick quiz to solidify your learning. What is Phishing?
Cybor Thraats

Course Summary

Final Quiz
» Training Courses Video 1

Once you've clicked into a course, you'll be able to view all of the content, including the videos and
quizzes. The quiz questions are prepopulated in the admin portal, allowing admin users to see the
correct answers. Please note that the content of these courses cannot be amended.

Next, head to the ‘Settings’ tab at the top right of the screen on the training course you want to assign.

Breach Solutions
Overview  Statist s Settings

Phishing

In this training course, you will need to watch our easy-to-understand learning video that gives you an introduction to phishing, what it is
and how you can prevent falling victim to a phishing attack. You'll then need to complete our quick quiz to solidify your learning.

Cyber Threats

" Training Courses
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Services does not underwrite insurance for the Ohio Bar Liability Insurance Company. Policies purchased through the Ohio Bar
Liability Insurance Co. are subject to the Ohio Bar Liability Insurance Co.’s underwriting processes. 22

Ohio Bar Liability Insurance Co. | CYBER RISK MANAGEMENT SITE TRAINING GUIDE | 0BCdig_BSTMpdf003 032326



L |
Obl l‘ Breach Solutions Risk Management Site
Set-Up and Training Manual
Ohio Bar Liability Insurance Co.

In the settings, scroll down to fill in the necessary details for e 0
assigning the course.

LEsar vwill recenss an aenall notifcoiicn sbouf Sraimning stadted wiih
Eha knk o Bho lssmass spp.

Here, you can choose the start date, specify the number of
days the user has to complete the course, and enter a
message that will be emailed to staff members to notify
them of the new course assignment.

Please allow 10 minutes for training course to activate.

Note! Before a future training course Start Date
begins, the admin user will be able to -
amend the course settings. However,
once this is active, settings cannot be
Ligor weill Focnien am eenind L1 b S E B 3 EEad it il
Changed. g v oy Bha L Errder Bpe

Drays bo complete

F iy ) Bawe Emlir—

Monitoring Training Courses
Once your training courses are successfully activated, you will be able to see this in the course settings.

You'll be able to monitor the progress of employees at any stage by pressing the ‘Statistics’ tab in the
course overview screen. If an employee fails the course, they will need to retake it. They will be required
to complete all of the video chapters again to be able to retake the quiz. They will be able to begin
rewatching the videos immediately, however, they will only be able to reattempt the quiz after 16 hours
following the first quiz completion. The admin user will be able to view total attempts, and quiz results in
the ‘Statistics’ screen. Admin users can also download statistics if required.

Breach Solutions

Overview  Statistics  Settings
© Training Courses / Phishing

Phishing

In this training course, you will need to watch our easy-to-understand learning video that gives you an introduction to phishing, what it is
and how you can prevent falling victim to a phishing attack. You'll then need to complete our quick quiz to solidify your learning.

Cyber Thraats
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Trends and Developments

The ‘Trends & Developments’ tab provides your employees with a continuously updated library of
cybersecurity content and insights to enhance their knowledge. This section serves as a valuable
learning hub from guides and best practices to the latest trends and developments in the cybersecurity
landscape. It complements their action plans (generated by the initial risk assessment) and training
courses, offering extra materials to help them stay informed and proactive against cyber threats.

Breach Solutions Trends & Developments

Article Name Category Last update
Should You Pay a Ransom? yoer Threats
Cyber Threat Alert: Fortinet Devices Targeted by Belsen Group Trends & insights jan 21, 202
NHS-Related Cyber Attack - Could It Have Been Prevented? Trends & insights

Al's Impact On The Cyber Threat Landscape

Trends &
Developments

How Hackers Are Searching Info Stealer Logs
reposTING

Working Remotely and Using VPNs Securing lechnology

Please be aware that these resources are not set by the admin, and articles cannot be edited.
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Company Report

The Company Report provides a quick and easy way to generate a downloadable overview of employee
performance across the platform.

Simply select the report to download year-to-date statistics or apply a custom date range to view
performance for a specific period in time.

Company Report

Generate a summary of your users' progress in training
modules. By default, the report covers all time unless you
specify a date range.

+ ADD DATE RANGE

CANCEL DOWNLOAD REPORT

Company Report

Generate a summary of your users' progress in training
modules. By default, the report covers all time unless you
specify a date range.

— REMOVE DATE RANGE

From m - To m

CANCEL DOWNLOAD REPORT

This report offers a holistic view of engagement across your organization, helping you understand how
employees are interacting with the system and making progress with their assigned activities.
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Admin Set-Up & Training Guide

The Admin Set-Up & Training Guide is a conveniently accessible version of this manual, hosted directly
within the portal for easy reference at any time.

Breach Solutions Admin Set-up & Training Guide 113 > » @ wox @

Breach Solutions

Set-up & Training manual

1743 > > Q 100% @
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Changing Account Details

In the ‘Profile’ tab, you can change details relating to your account. ‘Admin details’ enables you to
change basic admin information. Please note that the account owner has access to all settings in the
tab. However, additional admin users will not be able to access the ‘Add Administrator’ tab.

Profile
Admin Details Add Administrator Password

First Name
Last Name

+1 US Phone Number

Email

If you wish to change your password, you can do so by hitting the ‘Password’ tab.

Profile
Admin Details Add Administrator Password

Old Password
New Password

Confirm New Password

® Uppercase @ 15 Characters @ Numbers ® Lowercase

® Special Characters
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Adding New Admin Users

To give new users admin access, simply head to the ‘Manage Staff’ section and press ‘Add
Administrator’.

Breach Solutions

Hi

Your account in Breach Solutions has been updated. and you're now an admin
user. Log in using the link below to track your team’s training progress and

access more admin features:

LOGIN TO MY ACCOUNT

If you have any questions, feel free to reach out.

Best regards,
The Breach Solutions Team

beazley @dynarisk.com | (866) 944 4617

The user will then receive an email notification to alert them that they have been granted admin
permissions. If they already have an existing account, they can use their staff account credentials to
login to the admin view. If they are not an existing user, they will need to set up an account.

A Note! Only the account owner is able to manage these settings.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
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Accessing Support for Administrators

You can access support via the ‘Support’ tab in the admin portal at the bottom of the left-hand
navigation bar. You can search for FAQs or select the option to contact the support team.

Dashboard

Breach Solutions

& Dashboard
ASSETS

TRAINING

Risk Assessment
2 (+2) registrations sent
2 staff registered

=

Training Courses
4 staff registered
0 courses completed

REPORTING

=i

Phishing
2 learners added
0 emails delivered

Healthcare Procedures
87 healthcare procedures

Support from 9am to

5:30pm EST
(866) 944 4617

Got questions?

Search for help a

Suggested articles

[0 How can | train my team?

(I What is a Cyber Security Score and how is
it calculated?

(I How to Whitelist an IP Address in
Exchange Server 2019

(I How to Whitelist a Phishing Simulation
Domain in Office 365

[ Whitelisting Phishing Simulator on
Microsoft Edge

by Freshworks

To view the full library of FAQs, click on a suggested article, and press the icon to the right of the article

title (circled).

Breach Solutions Dashboard

& Dashboard

ASSETS

Risk Assessment
2 (+2) registrations sent
2 staff registered

1S4

Training Courses
4 staff registered
0 courses completed

&

Phishing
2 learners added
0 emails delivered

Step 1: Add Staff Emails
1.Goto
.

Healthcare Procedures
87 healthcare procedures

How can | train my team? (%

n training cou

Manage Staff section from the
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Raising a Ticket

If needed, you can submit a support ticket to our team. Please include as much detail as possible and
attach screenshots to support your request. This will help our support team resolve your issue more
efficiently. Note that support hours are listed in the portal, and our team will aim to contact you within
an hour of you raising the ticket.

You can also contact the support team using the number (866) 944-4617 during the specified working
hours, or by reaching out to them directly via email at beazley@dynarisk.com.

Breach Solutions Dashboard

8 Dashboard

2 &

Risk Assessment ishi
g ! Phishing Contact Support
2 (+2) registrations sent 2 learners added
2 staff registered 0 emails delivered Your name

Your email address *

@ k
Subject

EERORING Training Courses
Company Report 4 staff registered
0 courses completed

Healthcare Procedures

Description *
87 healthcare procedures

144 Take screenshot
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Setting up Your Staff Portals

Activating a Staff Portal

Staff are given access 10 a separate staff portal, which hosts their risk assessments and action plans,
training courses, policies, and trends & developments. Once the admin initiates risk assessments, staff
members will receive an invitation to set up their accounts. All staff whose email addresses are in the
system at the time of initiation will receive an invite, and any new staff added thereafter will
automatically receive an invitation upon being added to the system.

Breach Solutions

Cybersecurity Training
Hello,

Cybercrime is a major issue for our company that we take very seriously. We
all need to do our part to keep ourselves, our devices and our company safe
from cybercrime. The company is carrying out a training exercise to ensure

our workforce is trained to handle these threats.

Please activate your new Cybersecurity Training Portal to get started. It only

takes about 5 minutes to get your personalized training plan.

beazley @dynarisk.com | (866) 944 4617
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Registration & Cybersecurity Risk Assessment

Once employees click the activation email, they will be directed to the staff portal, where they’ll need to
enter some basic details and complete a risk assessment. This assessment isn’t a test but rather a way
to identify knowledge gaps, allowing us to tailor the action plan to their specific needs.

Breach S()Iutions BREACH SOLUTIONS STAFF TEST ACCOUNT
Welcome to your 1) Knowledge Assessment
Cybersecurlty tralmng 2 ) Personalized Dashboard

portal

We'll guide you through a simple 3 step process to 3 ) Action Plan

improve your cybersecurity knowledge and strengthen
your organization's security culture.

START
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Staff Portal Main Dashboard

Once the employee activates their account, they will arrive at the main dashboard. Here, they can view
their initial cybersecurity score along with a personalized cyber action plan. The score provides insight
into their risk level, while the action plan offers bite-sized, step-by-step recommendations to help
reduce that risk. This information is generated based on their assessment input.

3 a BREACH SOLUTIONS STAFF TEST ACCOUNT -
Breach Solutions

Dashboard amerey s e 00

Dashboard

Action List 007

Policies You are at high risk of fraud, cyber crime and privacy breaches.

S
/999 Your score improves every time you finish an action. Start completing actions and reduce

3 Training Courses

your risk!
Trends & Developments

Your Cybersecurity Score
Contact Support

What to do next VIEWALLACTIONS

g e (T WNCCTITI ©
information or systems.

D Dispose of physical documents securely REMIND ME LATER m @

el | 10
email accounts

O Spotprishng mas [ sovveron 1O

O crsteComplex asswors e o

Once users complete an action, they can check it off, which will contribute to improving their
cybersecurity score. Admin users have the ability to view both cybersecurity scores and training
progress at any time through the admin dashboard.

Staff Policies

Staff can view active company policies set by the admin user under the ‘Policy’ tab. If an admin user
adds a new policy or makes a change to an existing policy, staff members will also be alerted via email.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA
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BREACH SOLUTIONS STAFF TEST ACCOUNT - [ilelcfelizg

Breach Solutions

Policies

! Dashboard

[«

Action List 007

Policies %

Training Courses

Test Policy

Trends & Developments

Contact Support

Breach Solutions

Hello 1,

We wanted to inform you that our policy, Test Policy, has recently changed. Please

take a moment to review the details by logging in to your dashboard.

LOG IN

Stay secure,

The Breach Solutions Team

beazley @dynarisk.com | (866) 944 4617
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Staff Training Courses

Employees will have access . .
P y . Breach Solutions
to video training courses

assigned by the admin user.
They will receive email

notifications and can then Hi
access the designated
courses in the training tab. We take cybersecurity and data protection seriously,

this is why we are ensuring all staff members have a
base level of cybersecurity awareness training.

Please ensure you complete the course by

12-03-2026.

beazley @dynarisk.com | (866) 944 4617

To access a course, employees can click on the ‘Training’ tab and then click on the course they wish to
access. Employees will see the course information, such as how many videos and quizzes are included,
and an estimated duration of how long it takes to complete the course if completed in one go. The (i)
icon tells the employee how long they have left until they reach the deadline set by the admin user to
complete the course.

BREACH SOLUTIONS STAFF TEST ACCOUNT - [lifelcfoli}g

Breach Solutions

< PhlShlng Phishing
! Dashboard
0/2
In this training course, you will need to watch our easy-to-understand learning video that
Action List 007 gives you an introduction to phishing, what it is and how you can prevent falling victim to a
phishing attack. You'll then need to complete our quick quiz to solidify your learning.
- Chapter1
Policies
0 Video:1 83 1.0 2 i
T Video: 8 Quiz: @ 20m (@ 6d 23h 27m remaining Whatis Phishing?
Training Courses
START COURSE
Trends & Developments
Contact Support START COURSE
Chapter1

What is Phishing?
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The employee can then work through the videos by clicking ‘Start Course’ and then clicking into each
chapter, and can then complete the quiz at the end of the course.

Employees can work through the chapters at their own pace, logging in and out as required, as their
progress will be saved.

However, please note that the quiz must be completed in one session; if the browser is interrupted or if
the user logs out, the quiz will automatically restart.

Completing a Training Course

Once an employee has worked through the video chapter, they will be able to press ‘Complete video’.
Once all video chapters have been completed, they will need to take a final quiz. The employee must
score 80% or above to pass the course.

Final Quiz

What should you consider when choosing a 2FA method?
() A The sensitivity of the application and the aptions available

() B, The complexity of your password

) C.Whether the method is free or paid

) D.How long the codes are valid

Loymat
Cortificate of Completion

Great work, you've passed this course!

Get your PDF Certificate ou can now complaté the courie and dowrdosd your certificate.

DOWNLOAD CERTIFICATE
DOWNLOAD CERTIFICATE ,‘i-‘
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Upon completion, the employee can download a pass certificate. If an employee fails the course, they
will need to retake it. They will be required to complete all of the video chapters again to be able to
retake the quiz. They will be able to begin rewatching the videos immediately, however, they will only be
able to reattempt the quiz after 16 hours following the first quiz completion.

Trends & Developments

Employees have the ability to explore a comprehensive library of cyber trends, developments and
insights, allowing them to view content across various categories. This library is automatically populated
by the service provider, as per the admin portal and is not editable.

Trends & Developments

] BEARCHGUIDE

ALL SECURING TECHNOLOGY COMPLIANCE CYBERTHREATS TRENDS & INSIGHTS

Working Remotely and Using Understanding the Threat Data Protection and Privacy
VPNs Landscape Learn how to handle personal and sensitive
Explore secure remote working practices What is the cyber threat landscape and how dataremponsilytoumeintaln privacy and!
and tha role of VPNs in protecting sensitive doas it gvolve ovar fima? rematiance,

data,

Lant updite: November 25, 2024 Last upelate: Novembar 25, 2024 Lt updste: Movamber 25, 2024
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Accessing Support for Employees

Employees can access support at any time by heading to the support tab. They can then either raise a
support ticket or call the support helpline using the contact details shown in the portal. Our team will
aim to respond to tickets within an hour of submission, within the specified support hours displayed.

BREACH SOLUTIONS STAFF TEST ACCOUNT LOG OuT

Breach Solutions

Contact Support
\  Dashboard
7/ Action List 007 ‘
= ) q bl
J] Policies @
Call us
Trends & Developments
Monday to Friday
D ContactSupport ‘ HUs 44 Working hours
9am - 5:30pm EST
(866) 944 4617
Get started today!

Should you require any additional help, please utilize the support features available in either the
admin portal or the staff portal and contact our support team.

OBLIC Loss Prevention & Risk Management Support

OBLIC can help. From supporting users accessing the Breach Solutions Risk Management site, to
assisting with model policies, to helping identify an attempted social engineering scam, OBLIC’s Loss
Prevention attorneys are available. Contact us at (614) 488-7924 or email LossPrevention@oblic.com.
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